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Ensure that your 
organisation is prepared 

and secure against foreign 
attacks and vulnerability

Create the security 
behavioural change within 
your organisation starting 

with the board

Fully embed security  
as an agile function and  
not just a one-time issue

The only dedicated UK cyber security & resilience event for the utility sector
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 08:45  Registration, coffee and innovation showcase

 09:20  Introduction from the conference chair
Andy Bates, Executive director, EMEA, Global Cyber Alliance 

THE FUTURE OF CYBER SECURITY  
& RESILIENCE IN THE UK
 09:25  The future landscape of cyber security and resilience for  

the utility sector
•	 Update	on	legislation	and	challenges	this	poses	to	the	utility	
industry

•	 Future-proofing	your	network	for	cyber-attack
•	 Key	considerations	for	your	cyber	and	resilience	strategy	in	
the	long-term

Steve Trippier, CISO, Anglian Water

 09:55  How to ensure that cyber literacy and resilience are 
prioritised into the board & executive management’s  
agenda 
•	 Translating	‘techy	speak’	into	business	language:	whose	
responsibility	is	this?

•	 Embedding	secure	mindsets	and	habits:	is	culture	helping	
or	hindering	efforts?

•	 Acquiring	and	developing	digitally	fluent	talent	in	a	world	
where:

	 -	Digital	skills	are	in	short	supply
	 -	Progress	is	driven	by	people	and	experiences
Marilise de Villiers,	Director	of	security	skills	&	culture,	
Centrica

 10:15  How to manage the cyber security dimensions of critical 
energy infrastructure 
•	 How	NATO	implements	strategies	to	reduce	the	risk	of	
cyber	attacks

•	 Understanding	how	NATO	classifies	the	prioritisation	
and	protection	of	the	most	critical	core	information	
infrastructure

•	 Properly	assessing	the	vulnerabilities	and	threat	profiles	to	
your	critical	energy	infrastructure

Dr Tadas Jakštas,	Project	manager,	 
The NATO Energy Security Centre of Excellence 

 10:35  Cyber security of IoT in critical national infrastructure 
Andrew Tsonchev,	Director	of	technology,	Darktrace 

 10:50  Audience poll, questions and answers

 11:10  Coffee, networking and innovation showcase 

RISK ASSESSMENT & MANAGEMENT  
STRATEGIES  
 11:40  Creating and implementing advanced but cost-effective risk 

and security management frameworks 
•	 Integrating	proportionate	cyber	and	physical	security	
into	construction	delivery	and	future	energy	generation	
operations

•	 Reducing	risk	and	cost	through	smart	security	solutions
•	 EDF	Energy’s	Hinkley	Point	‘C’	security	case	study
Steve Rumbold,	Security	case	and	strategy	development	
manager,	EDF Energy 

agenda (subject	to	change)
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A event

Over the last few years, attacks on critical 
national infrastructure have increased with 
no chance of subsiding anytime soon with 
estimates saying that global cybercrime costs 
could reach £5 trillion by 2021. 

It	is	imperative	for	utilities	to	manage	cyber	risk	
in	a	similar	way	to	other	risks,	especially	as	our	
critical	national	infrastructure	not	only	affects	the	
bottom	line	but	public	safety.

Utility Week’s Cyber Security & Resilience 
Conference	is	the	only	UK	event	bringing	
together	resilience,	risk,	cyber	&	IT	security	
executives	from	the	utility	sector	to	mitigate	risk	
in	the	supply	chain,	safeguard	customers’	data	
and	ensure	that	cyber	security	and	resilience	
are	prioritised	from	board	level	throughout	the	
organisation.

Join	us	to	weigh	in	on	the	debate,	hear	innovative	
case	studies,	and	network	with	key	stakeholders,	
enabling	you	to	have	a	robust	strategy	in	place	
to	manage	the	inevitable	threat	or	attack	
and	ensure	that	safety	and	operations	will	be	
seamlessly	maintained.

We	look	forward	to	welcoming	you	to	London	for	
an	insightful	day	of	networking	and	knowledge	
exchange.	

cybEr sEcurity & 
rEsiLiEncE confErEncE

Mathew Beech
Portfolio	manager	–	energy	
and	utilities	conferences
Utility	Week	&	Network

Who should attend?

● Cyber	security
● IT	security
● Risk	management
● Data	protection
● Compliance

● Operations
● Digital	forensics
● Security	architecture	/	
systems

● Information	assurance

● Government	&	policymakers
● Contractors
● Consultants

● Solution	providers
● NGOs
● Academics

COOs, CTOs, CIOs, CDOs, directors, heads, managers and 
engineers within utilities responsible for: 

In addition to: 

http://uw-event.co.uk/cyber


 12:00     How to contribute to customers’ online safety & take steps to 
better protect them
•	 Understanding	how	your	customers	know	that	an	email	
from	you	is	an	email	from	you	and	a	link	to	your	website	is	a	
link	to	your	website

	 -	 Multiple studies have shown that more than 90% of all  
 online attacks start with a phishing email 

•	 What	actions	can	utilities	take	to	reduce	the	risk	that	their	
name	will	be	used	to	launch	a	cyber-attack,	discredit	their	
brand	and	risk	their	customers’	livelihood?

•	 Mitigating	prevalent	cyber	risks	like	phishing	and	the	
Internet	of	Things	on	a	global	scale

Gill Thomas,	Assistant	director,	EMEA	outreach,	 
Global Cyber Alliance

 12:20  Managing and mitigating risk in the utility sector’s cyber 
supply chain
•	 Using	contracts	to	manage	the	risk	in	your	supply	chain
•	 Building	a	joined-up	approach	to	mitigate	the	human	risks
•	 Monitoring	that	assurances	are	backed	up	by	actions
Mary Sabalis,	Head	of	business	systems,	South East Water

Caroline Gould,	Head	of	legal	and	data	protection	officer,	
South East Water 

 12:40  Audience poll, questions and answers 
Session speakers to be joined by:
Kevan Tate,	Business	resilience	manager,	SSE

 13:05    Networking lunch and innovation showcase

SOLUTIONS, TECHNOLOGY & 
INNOVATION TO IMPROVE RESILIENCY  
 14:05  Securing your digital future in the face of obsolescence, 

digitalisation, ICS and IoT
•	 Assessing	cyber	risk	exposure
•	 Assuring	security
•	 Maintaining	resilience
Nik Beecher,	VP	cyber	security	&	ICT,	Leonardo 

 14:20  Audience poll, questions and answers

 14:25  Panel discussion: guaranteeing integrity assurance on 
human and digital identity for CNI
•	 Hear	the	debated	best	practices	in	the	industry	along	with	
the	inherent	weaknesses	

•	 How	to	validate	and	regularly	review	people’s	identities	
•	 Understanding	and	managing	the	challenging	government	
policies	and	threats

Shawn Scott,	Head	of	information	security,	Thames Water

Vittorio Maier,	Lead	enterprise	security	architect,	 
Yorkshire Water

 15:30      Coffee, networking and innovation showcase

Stay	up	to	date	with	utilities	insight	that	directly	affects	your	business	at	www.utilityweek.co.uk

uw-event.co.uk/cyber

SECURING THE INTERDEPENDENCY 
OF SYSTEMS  
 15:50  An industry-friendly resilience-based interdependency 

assessment tool: case study of North Argyll, Scotland
•	 An	assessment	tool	providing	a	means	of	shared	

intervention
•	 A	dynamic	decision	support	system	managing	
interdependent	infrastructure

•	 Driving	resilience	in	asset	management
Dr Maryam Imani,	Senior	lecturer	in	water	systems	
engineering,	Anglian Ruskin University

Dr Donya Hajializadeh,	Senior	lecturer	in	civil	engineering,	
Anglia Ruskin University 

 16:10  Vulnerability monitoring of interdependent systems and 
assets, coordination and sharing
•	 What	is	the	balance	between	the	UK	Government	and	
private	sector	in	protecting	the	utility	industry?

•	 Reviewing	the	latest	advisory	work	around	smart	meters	
and	outdated	technology

•	 Preparing	and	preventing	cyber	threats	from	occurring
Simon Newman,	Chief	strategy	officer,	 
London Digital Security Centre

 16:30  Audience poll, questions and answers 

 16:50    Closing remarks and end of conference

Utility	Week	is	an	award-winning	brand	sitting	at	the	heart	of	the	
energy	and	water	sectors.	In	recognition	of	this	unique	moment	
of	opportunity	for	utilities	leaders	to	embrace	technology	and	get	
ahead	of	the	game,	Utility	Week	has	launched	Utility	Week	Flex,	
a	quarterly	publication	exploring	technological	developments	
of	strategic	significance.	Learning	from	the	best	of	consumer	
technology	media,	with	the	very	highest	production	values,	
Utility	Week	Flex	will	celebrate	and	explore	all	that	cutting-edge	
technology	has	to	offer	utilities.	www.utilityweek.co.uk

Sponsorship & exhibition
Align	yourself	with	this	exciting	new	event	to	demonstrate	your	
thought-leadership,	showcase	your	solutions	and	develop	new	
business.	Opportunities	can	be	tailored	to	meet	your	business	
needs.	Contact	Sophie Abbott on +44 (0)1342 332062	or	email	
sophieabbott@fav-house.com	to	discuss	your	objectives.

http://uw-event.co.uk/cyber
mailto:sophieabbott%40fav-house.com?subject=UW%20Cyber%20Security
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30%
OFF
Group 

booking 
offer

Book	2	delegates	from	your	organisation	and	any	 
subsequent	bookings	will	receive	30%	off.	

Contact	Harry King on +44 (0)1342 332115	or	email	 
harryking@fav-house.com	for	more	information.

book online now at uw-event.co.uk/cyber

Price	per 
delegate

Booking type Book before 25 January Full rate

Utilities,	public	sector,	non-profit,	academic £495 (Save £100) £595

Standard £595 (Save £100) £695

Please	note	that	prices	exclude	VAT,	are	per	delegate	and	include	all-day	access	to	the	event,	available	presentations	post	event,	buffet	
lunch	and	refreshments.	Fees	do	not	include	travel	costs	or	accommodation.

uw-event.co.uk/cyber

For	other	queries,	contact Carla Staden on +44 (0)1342 332016  
or	email	carlastaden@fav-house.com.

A event

12 	MARCH	2019 
99 	C ITy 	ROAD	CONFERENCE	CENTRE, 	LONDON 

Want to update your details or stop receiving communications from Utility Week conferences?	If	you	wish	to	update	your	contact	details	or	do	not	wish	to	receive	ANy	
further	contact	from	Utility	Week	conferences,	please	email	datadepartment@fav-house.com	and	request	that	your	details	are	amended	or	removed	from	the	database.	

What the industry is saying…

“National	infrastructure	needs	a	common	understanding	
of	cyber	threats	and	mitigation	strategies,	especially	in	
the	supply	chain,	so	it’s	important	for	operators	and	
suppliers	to	talk	to	each	other	at	the	Utility	Week	 
Cyber	Security	&	Resilience	conference.”

STEVE RUMBOLD, SECURITY CASE AND STRATEGY 
DEVELOPMENT MANAGER, EDF ENERGY

“Attending	the	Utility	Week	Cyber	
Security	&	Resilience	conference	
and	learning	how	others	manage	
their	supply	chain	effectively	is	one	
of	the	best	ways	to	ensure	your	
own	company’s	compliance.”

CAROLINE GOULD, HEAD OF LEGAL 
AND DATA PROTECTION OFFICER, 
SOUTH EAST WATER

“Utility	Week	Cyber	Security	&	Resilience	conference	is	an	important	
event	to	attend	because	it	places	the	spotlight	on	people,	in	addition	
to	process	and	technology.	I	believe	that	organisations	and	society	
can	only	become	truly	secure	if	we	strengthen	the	‘human	firewall’	
and	make	people	our	strongest	defense	against	cyber-attacks.”

MARILISE DE VILLIERS, DIRECTOR OF SECURITY SKILLS & CULTURE, 
CENTRICA

“The	common	challenge	currently	faced	by	
asset	owners	and	managers	is	the	lack	of	
robust	resilience-informed	business	planning	
and	management	strategies	in	response	to	
interdependent	assets’	failures	due	to	low-
probability/high-impact	environmental	hazards.	
This	could	only	be	facilitated	through	collaboration	
and	shared	interventions	amongst	all	CI	sectors	
at	the	Utility	Week	Cyber	Security	&	Resilience	
conference.”

DR DONYA HAJIALIzADEH, SENIOR LECTURER  
IN CIVIL & STRUCTURAL ENGINEERING,  
ANGLIAN RUSKIN UNIVERSITY
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